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Abstract

As the storageneedsof computerapplicationsand usershecomemore sophisticatecind increase
beyondwhatcaneasilybe satisfiedby afew disk arraycontrollers aggrgatingandmanaginghe mary
disparatecomponent®f the storagesystembecomesevere problems.Distributeddisk systemswhich
managecollectionsof diskssharedoy or partitionedacrosamultiple nodesmay offer a solutionto this
problemby automatinghe managementf thesestoragaesourcesSuchsystemsanautomaticallytol-
erateandrecover from componenfailures,gracefullyscalein capacityandperformanceascomponents
areadded ,allow the storagedistributed acrossmultiple nodesto be managedsa single system,and
provide usefulmanagemerdbstractionsuchasvirtual disksandsnapshots

This paperdescribeghe differentarchitecturaland designalternatves embodiedin Snapjy Disk
and Petal,two distributed disk systemghat have similar externalfeaturesbut have radically different
internalstructuresandstudiesthe effect of thesedifferenceson the systemsperformanceavailability,
andmanageability

1 Introduction

As the storageneedsof computerapplicationsand usersbecomemore sophisticatedindincreasebeyond
what caneasilybe satisfiedby a few disk array controllers,managingthe mary disparatecomponent®f
the storagesystembecomesa severe problem. Therehasbeenconsiderableesearchdevotedto designing
large scalestoragesystemq?2, 3, 5, 1, 8, 10, 14, 19, 18]. A distributed disk systemis a classof storage
systemthat canreducethe compleity of building andmanagingarge scalestoragesystems.Distributed
disk systemananagecollectionsof diskssharedy, or partitionedacrossmultiple nodesasa singlelogical
storagesystemthatis highly available,scalesgracefully andis easyto manage.Suchsystemscansene
disk storageover a network to multiple file seners,databasseners,anddesktopmachinesThey canalso
be usedfor high-performancelusterawareapplicationsuchasparalleldatabaseandclusterfile systems.

Thereareseveralwaysto build distributeddisk systemshut we know of no systematicstudythatcom-
paresthe relatve meritsof the variousarchitecturalinddesignalternatves. Threeimportantalternatves
thatdistinguishthesesystemsarehow disksarephysicallyconnectedo thenodeshow thesystenmanages
the bookleepinginformationassociatedvith the disks,andhow usersview the collectionof disks. These
alternatvescanhave a significantimpacton the availability, performanceandmanageabilityof the overall
system.

AppearsasTechnicalReportl55. SystemdResearctCenter Digital EquipmeniCorporation Copyright Digital EquipmentCorpo-
rationApril 30,1998.
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As illustratedby Figure 1 andFigure 2, Distributed disk systemscanbe categyorizedasshaed-diskor
partitioned-diskarchitectureslependingpnhow thedisksareconnectedo thesenernodes.In ashared-disk
architectureall sener nodescandirectly accessll disksin the systemwith equalspeed.In a partitioned-
diskarchitectureeachsenernodeis directlyattachedo asubsetf all thedisks. Accesse$o locally attached
disksaresignificantlyfasterthanaccesse® remotedisks.

Anotherdistinguishingfeatureof distributed disk systemss the way they maintainbooklkeepinginfor-
mationor metadataaboutthe datastoredon the variousdisksin the system.In a shaed-metadataystem,
metadataanbeaccessedy all sener nodeswith equaleasen apartitioned-metadat systemgeachnode
is responsibldor maintaininga subsebf the metadatahatis storedlocally.

Finally, distributeddisk systemsanbedistinguishedy how theusersof the systemview thecollection
of disks. Somesystemsupporthigh-level abstractiongalledvirtual disks which usetablesto flexibly map
users’logical view of storageonto the physicaldisk resourceswhile other systemsauseless-flible but
morecompacialgorithmicmappings.

This paperattemptgo describeandanalyzethe alternatvesfor distributed disk systemshasedon our
personakxperiencan designing,implementingandusingtwo distributed disk systems:Snappy Disk [7]
andPetal[13]. Snappy Disk andPetalprovide similar functionality Both supportvirtual disksandprovide
usefulstoragemanagemenfieaturessuchassnapshotsvhich allow systemadministratorgo createnearly
instantaneousopiesof a virtual disk. Thetwo systemdiffer significantly however, in their architecture
anddesign,andwe believe thatthey occupy two neardiametricalpositionsin the spectrunof architectural
anddesignalternatves. Throughoutthis papey we usecomparisondetweenthesetwo systemso drive
our discussionsSection2 providesa brief backgroundandoverviewv of Snapy Disk andPetal,Section3
discusseshe architecturalnd designissuesembodiedby Snapy Disk andPetal,and Section4 analyzes
theavailability of shared-diskrersuspartitioned-diskarchitectures.

2 Snappy Disk and Petal

This sectionprovides backgroundnformationanda high-level overvien of Snapy Disk andPetal. The
next sectionwill discusghearchitecturabnddesigndifferencesbetweerSnappy Disk andPetalin detalil.
Snapp Diskis ashared-diskshared-metadatiistributeddisk systenthatprovidesthreemainservices.



First, multiple nodescanshareandsimultaneoushaccess commonpool of physicaldisksover adedicated
storagenetwork. Secondgclientscancreatevirtual diskson demand.Third, nearlyinstantaneousopiesof
virtual disks,calledsnapshots;anbe createdon demand.

Snapp Disk doesnot directly implementmirroring, RAID [17], or otherdataredundang schemes.
However, Snapy Disk caneasilymanagealisksthatarealreadymirroredby separateoftware or exported
by a RAID controller Multiple Snappy Disk nodescoordinateconcurrenaccesgo the sharedlisksby ac-
quiringlocksfrom adistributedlock managethatexecutesnoneor moreof thesenernodes Applications
caneitheraccessnappy Disk directly by runningonthe samenodesasthe Snappy Disk subsystemgr over
a generalpurposenetwork usinga specializechetwork protocol. In eithercase disksexportedby Snapy
Disk look justlike locally attachedlisksto applications.Snapy Disk is currentlyavailableasa DIGITAL
productthatrunson OpenVMSandWindows NT.

Petalis a partitioned-diskpartitioned-metadatagistributeddisk systemthatcurrentlyrunson DIGITAL
Unix andWindows NT. Similarto Snappy Disk, Petalalsosupportsvirtual disksandsnapshotsalthough,
unlike Snappy Disk, Petalsnapshotareread-only Petalis aresearctprototypefor studyingscalabledis-
tributed disk systems. A typical Petal systemconsistsof seseral closely cooperatingsener nodesthat
communicatewith eachotherover a network to implementa singlelogical storagesystemthatis highly-
available, scaleseasilyin capacityand performanceandis easyto manage.Clientsaccesdetalover a
network usinga customRPCprotocol. As with Snappy Disk, clientscanrunonthesamenodesasthe Petal
seners,but becauséhe disksarenot sharedbetweemodesandmostnodescannotdirectly access given
disk, thereis no compellingperformanceeasorfor doingso. In short,Petalis designedisa dedicatedlisk
storagesystenthatsenesdatablocksover a network to clientssuchasfile systemsanddatabases.

Hot-standbysystemssuchasMicrosoftWolfpack,aresometimeseferrecto as“clustered”systemsand
fall betweerthespectruntoveredby Snapy Disk andPetal.In thesesystemssereralnodessimultaneously
connectto a collection of disksvia a sharedstorageinterconnect. However, undernormal operation,a
designatedhodeservicesall accesseto a particulardisk. If the designatedhodefails, anothemodetakes
over its disksanddutiesby usingthe sharedstorageinterconnect.However, a crucial distinctionbetween
thesesystemsandshared-dislsystemdike Snappy Disk, is thatthey do notallow multiple nodesto access
thesamedisk atthe sametime. This paperdoesnot discusshot-standbysystemsary further

3 Architecture and Design

3.1 Shared- VersusPartitioned-Disks

The hardware structureof most distrituted disk systemscan be classifiedas either a shared-diskor a

partitioned-diskarchitecture.In a shared-dislkarchitecturejllustratedby Figure 1, the disksare attached
tothesenernodesvia astorageareanetwork. Any senernodecanaccesary diskdirectly overthestorage
areanetwork. Becausef its specialpurposenature the storageareanetwork is oftenaninterconnectsuch

asFibreChannelthatis optimizedfor transferringolocksof data,andsupportsignificantlyhigherdatarates
with lower CPUoverheadshanmostgenerapurposenetworks. Ontheotherhand,suchinterconnectsften

have limited scalabilityandarenot asflexible asgeneraburposenetworks.

Figure 2 illustratesa partitioned-diskarchitecturen which a collectionof client nodesaccesstorage
managedy a collectionof sener nodes.A systemwithout distinctclient nodesjn which applicationgun
directly onthe sener nodesjs alsofeasible.In both caseseachdisk is attachedo a particularsener node
andonly thenodeto which a particulardiskis attachedcandirectly accesshatdisk. A nodecanaccesslata
onadisk attachedo adifferentnodeonly by transferringt acrosghe generalpurposenetwork.

The type of hardware architectureusedby a distributed disk systemcanhave enormoudmeplications
for the systems software structure. Shared-disksystemssuchas Snapy Disk assumehat unlessa disk



hasfailed, it is accessibldrom every sener node. Thatis, the failure of one sener node,doesnot affect
the ability of anothersener nodeto accessa givendisk. To toleratefailuresin the storageareanetwork,
the storageareanetwork is often replicatedand eachsener nodeand eachdisk redundantlyconnectedo
bothstorageareanetworks. Theredundantiatapathsensurethatno singlehardvarefailure,otherthanthe
failure of the disk itself, will make a diskinaccessiblgo a particularsener node. Partitioned-disksystems
suchasPetal,on the otherhand,typically identify and handletransientfailuressuchasnodecrashesand
communicatiorfailuresthat may make certaindisksinaccessibléor shortperiodsof time. This canmake
softwarefor partitioned-diskarchitecturesnorecomplex thansoftwarefor shared-dislarchitectures.
Shared-dislsystemsften performbetterthanpartitioned-disksystemsconstructedvith similar disks
andnodesbecausef the additionalfasterdatapathsofferedby the storageareanetwork. Thisis particu-
larly trueif the dataaregeneratecdaind consumedy applicationsrunningon the sener nodesratherthan
beingsenedto clientsonthegeneraburposenetwork. Also, whenconfiguredwith redundanstoragearea
networks, a shared-disksystemcantoleratea wider combinationof componenftailuresthan partitioned-
disk systems.On the otherhand,the additionalnetworking hardware andthe multiple datapathsneeded
by shared-dislsystemanake suchsystemamoreexpensve, harderto configure,anddifficult to distribute
over multiple geographicsites.In contrastpartitioned-disksystemsare moreeasilydistributed over multi-
ple sitesbecausehey only requireaccesgo a generalpurposenetwork and, by necessityaredesignedo
handleintermittentcommunicatiorfailuresbetweemodes.

3.2 Address Mapping

Storagesystemshatmanaganultiple diskstypically supportvirtual disk abstractionso simplify manage-
ment[6, 19]. A virtual disk canspanmultiple physicaldisksfor performancemirror datafor reliability,
andcanimplementa variety of administratie policies. Whenclientsaccess virtual disk, the virtual disk
addressemustbe mappedo the correspondinghysicaldisk addressesMost storagesystemausesimple
mathematicakquationgo mapvirtual addresset physicaladdressefl2]. Mappingsbasedn mathemat-
ical equationsarecompactandsimpleto maintainbut areinflexible. The mappingaswell asthe physical
disksoverwhichthemappingappliesmustbespecifiedvhenthevirtual diskis created New physicaldisks
cannoteasilybe addedo existing virtual disksandthe creationof new virtual disksusuallyrequiresadding
physicaldisks.

An alternatve to using mathematicakquationsis to usetablesto map individual pages of storage.
Mappingsbasedon tablesare more difficult for the systemto maintainand canbecomequite large, but
aremuchmoreflexible. Thephysicaldisksin the systemareusuallyorganizedinto storagepoolsthatary
virtual disk candrav on asneededNew diskscanbe addedto the storagepool without disruptingexisting
virtual disks. The mappingbetweenvirtual to physicaladdressesanbe doneon demandasin modern
virtual memorysystemsreducingthe amountof physicalstoragehatwould otherwisebe overallocatedo
avirtual diskwhile waiting for usersor applicationgo fill upthespaceovertime.

Anotherimportantadwantageof table-basednappingis its ability to efficiently snapshovirtual disks
usingcopy-on-writetechniquegurrentlyusedby virtual memorysystemsWhena virtual diskis snapshot,
anidenticalcopy of thevirtual disk is createdhearlyinstantaneouslyOncea snapshohasbeenmade,it
behaesasanindependentopy of theoriginal. In particular modificationso theoriginal have no effecton
thesnapshoandmodificationgo the snapshohave no effect ontheoriginal. In somecasessnapshotsnay
beread-onlyandcannotbe modified.

Both read-onlyandwritable snapshotsrehighly usefulfor managindarge-scalestoragesystems For
example,a snapshotopy canbe usedfor makingconsistenbackupswhile applicationscontinueusingthe
original copy of thedata.The snapshotsanalsobekepton-linesothatuserscaneasilyrestoreaccidentally
deletediles anddirectories Additionally, writable snapshotsanbe usedto testnew softwareusingacopy



of the actualdatawithout investinga lot of time andresourcesn makinga separatghysicalcopy of the
data.

Theadwantage®f table-basedhappingandsnapshotarenotfree. Spacds neededo storethemapping
tables,and operationssuchas writing a block of datato a virtual disk may incur additionaloverheads,
includingadditionaldisk writes, if mappingtablesmustbe updated.For example,if we mapa virtual disk
using64KB pagesandeachpagerequiresl6 bytesof mappingdata,then1TB (10*) of physicalstorage
would require256MB of mappingdata. A key considerationn the designof distributed disk systemsjs
how this mappingdatawill be storedandaccessedarticularlyin thefaceof nodeandnetwork failures.

3.3 Shared- Versus Partitioned-M etadata

Distributed disk systemghat usesimple mathematicabquationgo map virtual disks have the adwantage
thatthe mappinginformationis compactandrarely changesThis information,therefore canbe efficiently
replicatedandkeptup-to-dateacrossall the sener nodesin the system.In contrastsystemshatusetable-
basedmappingamustmanagenuchlargeramountf mappinginformation,which maychangdrequently

In ashaed-metadataystemtheinformationthatmapsvirtual disksto physicaldisksis directly acces-
sibleto all senernodesn thestoragesystem.Thesenernodedypically synchronizeaccesso themetadata
usingadistributedlock managerin apartitioned-metadataystemmostof themappinginformationis par
titionedacrosghesener nodesandeachnodemayonly accessheparticularpieceof metadatdor whichit
is responsibleEvenin a partitioned-metadatsystemhowever, asmallamountof the mappinginformation
mustbe sharedand globally availableto all the sener nodesin the system,if only to determinehow the
metadatds to be partitionedacrossthe nodes. Snappy Disk is an exampleof a shared-metadatsystem
while Petalis anexampleof a partitioned-metadatsystem.

Snappy Disk storesall its metadatancludingmappinginformationredundantlyon sharedlisks. Sener
nodescoordinateaccessingnd cachingthis information using a fault-tolerantdistributed lock manager
This allows the systemto usea simpleprogrammingmnodelthatis similar to thatusedby shared-memory
multithreadedrogramshat synchronizeusingin-memaorylocks. The main designissueis in selectingan
appropriatdocking granularity A granularitythatis too coarsewill limit throughputy restrictingconcur
reng/ andgeneratdalselock conflictswhile a very fine locking granularitywill generatdarge amountsof
lock traffic. As anoptimization,Snapy Disk updatego datastructurescanbe piggy-backd on to lock
acquisitionandreleaseanessagefl5]. Whenalock is releasedary modificationgo thelocked datastruc-
ture are piggy-baclked onto the lock usinga “changerecord”. Whenanothemodeacquiresthis lock, the
nodeappliesary changeaecordsassociatesvith thelock beforeallowing accesdo thedata.This technique
allowstheuseof afew locksto efficiently protectiargetables whereonly afew entrieschangebetweerock
acquisitions.Without this technique onewould have to reloadthe entiretable every time a lock changed
possessioavenif only afew entriesin thetablehadchanged.

Petaldistinguishedbetweenwo typesof metadatal ocal metadatanalesup the bulk of the metadata
in Petalandincludesary informationthatis needecbnly by a singlenodeandthereforedoesnot needto
be sharedwith othernodes. In particular the loss of local metadataaffects only the nodeon which that
informationis stored. BecauseéPetalpartitionsits mappinginformationacrossnodessuchthateachnode
only containghe mappinginformationfor the disksthatit managesall the mappinginformationis treated
aslocal metadata.

Global metadatancludesinformationsuchaswhich sener nodesare currentlya memberof the Petal
systemandhow thelocal metadatas partitionedacrosghe nodes.Globalmetadatas frequentlyreadby all
the sener nodesin the systembut is infrequentlyupdated.Leslie Lamports Paxosalgorithm[11] is used
to consistentlyreplicateandupdatethe globalmetadatacrossall sener nodesin the system.



3.4 DataAccessand Redundancy

This sectionexaminestheissuesn providing dataredundang in shared-dislandpartitioned-disksystems.
Althoughthediscussiongocuson mirroring-basediataredundang mostof it appliesto otherredundang
schemesuchasparity.

Considetthe problemof providing singlecopy semanticsvhile readingandwriting mirroreddata.Sin-
gle copy semanticsequiresthatthe systembehae asif it wereoperatingon a singlecopy of the data. If
readandwrite request&xecutesequentiallyachie/zing singlecopy semanticss straightforvard. Eachwrite
requesupdatesothcopiesof dataandareadrequesimayreadfrom eithercopy of data.However, if read
andwrite requestsan executeconcurrently thingsare not so simple. Without explicit synchronization,
certainorderingsof disk readsandwriteswill violate singlecopy semanticsOnecould easilyendupin a
statewherethetwo copiesof dataaredifferent.

To provide singlecopy semanticsn the generakcase shared-dislsystemsacquirea globallock from a
distributedlock manageto preventawrite requesfrom executingatthe sametime asanothemrite request
or readrequesto the samedata.Acquiringagloballock mayrequireexchangingmessagesver a network.
In partitioned-disksystemsbecauséhetwo copiesof datamayonly beaccesselly thetwo nodego which
eachof the two disksis attachedpnly local locksareneeded.n Petal,for example,readscanbe satisfied
by eithercopy of dataandacquirea readerdock for the durationof the operation.For writes, onecoyy is
designatedhe primary andwritesmustinitiate at thenodecontainingthe primarycopy. Thatnodeacquires
alocalwriter lock andconcurrentlywritesthedatato its diskandto thenodecontainingthe secondargopy,
whichin turnacquiresalocalwriter lock while writing its local disk. The nodecontainingthe primarycopy
thenwaitsfor both disk writesto completebeforereleasingts lock andacknavledgingcompletionof the
request.

In certaincircumstancest is not necessaryo performsynchronizationn the distributed disk system
to ensuresingle image semantics. One suchcircumstanceas whenit is known that the distributed disk
systemitself is not performingary reador write requestso reolganizedisk storageandit is known thatthe
applicationusingthe virtual disk never issuesconcurrentisk requestso the samedata. The buffer cache
managefor mary file systemsrovide this guaranteaswell ascertainparalleldatabas@rogramshatdo
their own distributedlocking.

For both shared-diskandpartitioned-disksystemsaddingnon-wlatile RAM (NVRAM) canimproves
thelateny to performclient write operationsandary operationghatrequireupdatingpersistenmetadata.
In both casesfor availability reasonsgdatamustbe stableon the NVRAM of at leasttwo nodesbeforea
write canbe acknavledgedascompletedIn partitioned-disksystemssinceonly a singlenodecanaccess
particulardisk, andthe databeingwritten mustgo to the two nodescontainingthe primary andsecondary
copies,NVRAM canbetransparentlyaddedto acceleratavritesto a nodes local disks. With shared-disk
systemsthingsarealittle morecomplicated Becausa singlenodewould usuallyperformbothdisk writes,
the databeingwritten usuallynever reachesainothemode. Thus,additionalcommunicatiorwith a second
nodeis neededo guaranteéwo copiesof thedatain theNVRAM of two differentnodes.

Also, a partitioned-disksystemsmay releaseits local locks as soonas the datahasbeenwritten to
NVRAM. In contrast,ary globallocks held by a shared-disksystemto guaranteesingle copy semantics
mustbe held until the datahasbeenwritten to the disksor a mechanisnmustbe provided wherebyother
nodeghattry to accesshesamedataarenotifiedthatthemostrecentlywrittendatamaystill bein NVRAM.
Finally, in a shared-dislsystem,somecoordinationbetweermodesis neededo managehe allocationof
NVRAM buffers. Thereareefficientwaysto do this, howvever, which doesnot requireadditionalmessages.



3.5 Communication Overheads

This sectiondiscusseghe communicationoverheadsamongdisks and sener nodesin shared-diskand
partitioned-diskarchitectures.For the purposef the comparisonwe will assumea redundantonfigu-
ration in which datais mirrored on two disks. As previously mentioned shared-dislarchitecturesend
to have lower communicatioroverheadghan partitioned-diskarchitectureslue to the additionalcommu-
nication pathsoffered by the storageareanetwork andthe fact that the storageareanetwork is often an
interconnecthatis optimizedfor transferringolocksof datawith low CPU utilization. Becausef this, we
will assumen our discussionghatit is preferableto usethe storageareanetwork in placeof the general
purposenetwork wheneer possible.

We considerwhat happensn eacharchitecturewhenthe I/O is performedby applicationsrunning
remotelyon separateclient nodesand whenthe 1/O is performedlocally by applicationsrunningon the
sener nodes.We aremainly interestedn the numberof messageandthe numberof timesthatdatamust
betransferredverthegenerapurposeandstorageareanetworks. Table1l summarizesheresults.

A remotereadin a shared-dislarchitecturds initiated by sendinga readrequesmessagérom aclient
nodeto a sener node. Sinceall the sener nodesareconnectedo all the disks,the requesimessagenay
be sentto ary of the sener nodesalthoughto improve caching,it maybe desirableo restrictrequestgor
particulardatato particularsener nodes.The sener nodethatrecevestherequesthenreadshe datafrom
an appropriatedisk andreturnsthe datato the client node. The entiretransactiorrequiresa minimum of
four messges arequest-respongmir overthegenerapurposenetwork anda similarrequest-respongmir
overthestorageareanetwork. Furthermoretheabove transactionncludesaminimumof two datatransfers:
onceover the storageareanetwork andonceover the generalpurposenetwork. Here,we assumehatthe
datais piggybaclked with the reply messagesatherthanbeing sentin separatenessagesDependingon
thephysicalnetworking technologyandcommunicatiorprotocols the exactnumberof messageseededo
performaremotereadoperatiormayvary from systemo systemhowever, theaborse analysids still useful
for comparingarchitectures.

A remotereadin a partitioned-diskarchitectureis processedn the sameway as a remotereadin a
shared-dislarchitectureandincursthe samecommunicatioroverheadsIn a partitioned-diskarchitecture,
however, sener nodesaccesdisks over individual local storagelinks ratherthan a unified storagearea
network. To simplify terminology we referto the collectionof local storagdinks asa degeneratdorm of
storageareanetwork. Thereadrequesin a partitioned-disksystemcannotbe sentto ary sener nodeasin
ashared-dislarchitecturebut mustbe sentto a sener nodethatstoresa copy of therequestedlata.

A remotewrite in a shared-dislarchitecturds initiated by sendinga write requestrom a client node
to ary sener node.The sener nodethenwritesthe datato the two designatediisksandacknavledgesthe
request.This resultsin atotal of two messageandonedatatransferover the generapurposenetwork and
four messageandtwo datatransfersover the storageareanetwork. If NVRAM is supportedthe datamust
alsobe sentto andacknavledgedby a secondsener node,increasinghe numberof messageby two and
thenumberof datatransferdy one.Althoughtheseadditionaimessageanddatatransfermaybeperformed
acrosithernetwork, in mostsystemsit is preferableo usethe storageareanetwork.

A remotewrite in apartitioned-dislkarchitecturés initiatedby sendingawrite requesfrom aclientnode
to aparticularsener node.Thesener nodethenwritesthedatato its local diskandsendsa write requesto
thesener nodecontainingthesecondcopy. Thesener nodeacknavliedgestherequestvhenboththelocal
disk write andthe write to the secondsener nodehave completed.This requiresa total of four messages
andtwo datatransfersover the generalpurposenetwork, andanotherfour messageandtwo datatransfers
over the storageareanetwork. Becausehe datamustbe sentto two differentnodesin the normalcourse
of performingwrites, supportingNVRAM in a partitioned-diskarchitecturedoesnot incur ary additional
communicatioroverheads.
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Remote Access L ocal Access
GPN SAN GPN SAN
msgs| data| msgs| data msgs| data| msgs| data

ReadSnappy Disk 2 1 2 1 ReadSnappy Disk 0 0 2 1
ReadPetal 2 1 2 1 ReadPetal 2 1 2 1
Write Snapy Disk | 2 1 |4(6)|2(@3) ||| WriteSnapy Disk | 0 0 |4(6)|2(3
Write Petal 4 2 4 2 Write Petal 4 2 4 2

Table1l: CommunicatiorOverheads.In the remotecase applicationsrun on client nodeswhich request
datafroma servernodeover a network.In thelocal case applicationsrun directlyontheservernodes All
overheadsaissumehatdatais mirrored. GPNdenotesa Generl PurposeNetwork.SAN denotes Storage
AreaNetwork.In the caseof Petal, the collectionof local storage links are treatedas a degeneate storage
area network. Numbes in the msgscolumnsdenotethe numberof required messges. Numbes in the
datacolumnsdenotethe numberof required datatransfes. Numbes in parenthesigdenoteoverheadswith
NVRAMsupportattheservemodes In theremotecase SnappyDiskis more efiicientfor write requestshan
Petal. WhensupportingNVRAM,both SnappyDisk and Petal require the sametotal numberof messges
and datatransfes. In thelocal case SnappyDisk hasa significantperformanceadvantage for all cases
becausanyservernodecandirectlyaccesanydisk.



Local readandwrite requestsn shared-dislarchitecturediave the advantagethat all communication
overthegenerapurposenetwork canbe eliminatedwith no additionalcommunicatiorover thestoragearea
network. In partitioned-diskarchitecturesthe communicatioroverheadfor local accessess the sameas
thatfor remoteaccessesinlesgheapplicationhappengo becollocatedonthe samesener nodeasthedata
thatit is accessingThisis unlikely in practice.

In the above discussionwe have ignoredthe issuesof synchronizatiortraffic and metadataupdates
thatmay be triggeredby somel/O operations.A shared-dislkarchitecturewill typically usea distributed
lock manageto synchronizeaeadandwrite operationandupdatego its metadatavhile a partitioned-disk
architecturaequiresonly locallocks. Also, metadataipdatesn shared-dislarchitecturesnustbe mirrored
acrosamultiple disksin orderfor the systemto toleratethe failure of a disk containingthe metadatayhile
in a partitioned-diskarchitecturemirroring the metadatas not requiredsincethe loss of metadatastored
at a particularnodeonly affectsthat node,thatis, the loss of metadatacan be treatedas a nodefailure.
Theamountof synchronizatioriraffic over the network in a shared-dislsystemis highly dependenon the
workloadandthe synchronizatiorscheme.n practice,'well-behared” workloadsareunlikely to generate
large amountf synchronizatiortraffic.

3.6 Summary and Conclusions

The separatestorageareanetwork and multiple disk pathsgive shared-diskarchitecturesa performance
adwantageover partitioned-diskarchitectures. This adwantageis most significantwhen applicationsrun
directly onthe sener nodes.The denselyconnectedtorageareanetwork, however, canmale shared-disk
architectureglifficult to distribute acrosamultiple sites.

Table-basedirtual to physicalmappingsare more flexible than algorithmic mappingsfor allocating
physicaldisk storageand canbe usedto efficiently supportfunctionality suchas snapshots.Table-based
mappingshowever, requiremaintainingsignificantamountsof mappingmetadata.

Shared-metadatystemsallow ary sener nodeto accessary metadatandcoordinateaccessessing
afault-tolerandistributedlock managerPartitioned-metadatsystemspn the otherhand,split therespon-
sibility for managingthis metadataacrossthe sener nodesin the system. Shared-metadatsystemsare
conceptuallysimplerto designand programbut their performancecan be highly sensitve to the locking
granularityandtheworkload.Partitioned-metadatsystemdind it easieito supportiine-granularitylocking
andaremuchlesssensitie to interactiondetweerthelocking stratgy andtheworkload.

In conclusionwe believe thatshared-diskshared-metadatrchitecturesuchasSnappy Disk aremost
suitablefor high-performancelusteredsystemsvhereapplicationsareexpectedo runonthesenernodes.
Partitioned-diskpartitioned-metadatsystemspnthe otherhand,aremostsuitablefor implementingstand-
alonestoragesubsystemsrhereflexibility andmanageabilityaremoreimportant.

4 Availability Analysis

This sectionanalyzeghe availability of shared-dislandpartitioned-diskarchitectureshatusemirroring to
protectdata.lnformally, a storagesystemis consideredvailableif clientscanaccesshedatastoredonthe
system;otherwise the systemis consideredinavailable Sometimesve will referto the statein which a
systemis unavailableasa systenfailure. Many highly-available storagesystemsequirea shortperiod of
time, aroundfifteen secondgo a coupleof minutesin orderto detectandadaptto failed componentsWe
will notconsidetthesebrief fail-over intervalsassystentailures.

Distributeddisk systemsanbemadeunavailableby avarietyof causesncludingsoftwarecrashesdisk
failures,andnetwork failures. Someof thesecausesuchasdisk failuresarepermanenandmay resultin
dataloss,but othercausesuchassoftwarecrashesnayonly make the systemunavailablefor shortperiods
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of time. In theory systemsvithout non-\olatile memorycansuffer datalossonly asaresultof disk failures.
Otherhardwarecomponentgsanbetransparentlyeplacedecausehey do notstorepersisteninformation;
however, doingsoin arealsystemcanbedifficult.

The restof this sectionanalyzesthe availability of shared-diskversuspartitioned-diskarchitectures
using Markov chains. For the purposef this analysis,we will assumea shared-diskarchitecturewith
replicatedstorageareanetworks as illustrated by Figure 5. The primary purposeof this analysisis to
gaininsight into the factorsthat affect the availability of eachtype of systemratherthanto accurately
determinethe availability of real storagesystems.First considerthe typesof componenfailuresthatcan
affect the availability of distributed disk systems. As listed in Figure 7, theseinclude sener nodes,the
storageareanetwork, links to the storageareanetwork, anddisks. Boththeshared-dislkandpartitioned-disk
architecturegprotectagainstall singlecomponenfailures,requiringmultiple componenfailuresto make
dataunavailable.

Figure8 depictsa simplified Markov chainmodelthatillustratesthe majorfailure modesof a shared-
disk architecture. This modelignoressener nodefailuressincein a shared-diskarchitectureall sener
nodesmustfail, a highly unlikely event, to prevent clientsfrom accessinglata. The modelalsoignores
thefailure of cablesor links associatedavith the storageareanetwork becausehis is highly dependenbn
thetopologyand,therefore the implementatiorof the storageareanetwork. The modelillustratesthe two
failuremodeghatresultin thevastmajority of systentailures.Thefirst is thelossof two disksthatcontain
thesamecopy of data,andthe seconds thelossof bothstorageareanetworks. Theapproximateneantime
to systentailure predictedby the modelis displayedbeneathihe Markov statediagram.

Figure9 presentshe availability modelfor partitioned-dislarchitecturesTherearethreefailuremodes
thatresultin the bulk of systemfailures. Thefirst is the failure of two disksthat containthe samecopy
of data. The seconds thefailure of two sener nodesthat containthe samecopy of data. Thethird is the
failure of a disk anda sener nodethat containthe samecopy of data. This modelassumeshata disk on
oneseneris mirroredby a correspondinglisk on anothersener. Thatis, we assumehatthedatastoredon
adiskis notspreadacrossalarge collectionof diskson anothersener; otherwisethe overall availability of
thesystemcouldbesignificantlyreduced.

The statediagramsand MT T F equationsin Figure 8 and Figure 9 have similar structures. This is
becausesener nodesin partitioned-disksystemsand storageareanetworks in shared-dislsystemslay a
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Figurel10: SampleAvailability Calculations Givena shaed-disksystenanda partitioned-disksystemead
with a hunded disksand four servernodes and the above valuesfor the reliability of systencomponents,
theshaed-disksystenmhasan MTTF thatis 4.3timesaslarge asthe MTTF of the partitioned-disksystem.

similarrolein providing clientsa pathway to data.If we replacedeachoccurrencef N in Figure8 with an
S boththestatediagramsandthe equationsvould look very similar. A notabledifferenceis thatthefailure
of anappropriatedisk and sener nodein a partitioned-diskarchitectureresultsin systemfailure, thatis,
DSis aterminalstate whereaghefailure of a disk anda storageareanetwork in a shared-dislarchitecture
doesnotresultin systemfailure, thatis DN is not a terminalstate. This is becausehe disksin the shared-
disk architecturearedual-portedandcanthereforebe accessedia eitherstorageareanetwork whereaghe
disksin a partitioned-diskarchitectureare single-portedand canonly be accessedia a particularsener
node.Thisaccountdor theadditionalD, D¢ S (Dy 4+ §) termin the MT T Fpg4 €quation We considetthis
the architecturalavailability adwvantageof shared-diskarchitecturesvhencomparedwith partitioned-disk
architectures.

Figure10 compareghe availability of thetwo architecturegor representate valuesof the availability
parameters.

e D, isthemeantime requiredto reconstructiatastoredon a failed disk.

e & is the meantime betweensener nodefailures. Thesearetypically hardware failuresfor which
immediatelyrebootingthe sener nodedoesnotfix the problem.

e S is the meantime requiredto reconstrucdatastoredon a failed sener nodein partitioned-disk
systems.

e N; is the meantime betweenpersistenfailuresof the storageareanetwork. Actual valuesfor this
parametewill vary dependingnthesize,topology andtechnologyof the storageareanetwork. We
assumehatits valueis five yearswhich, in this casejs equalto &.

e N; is the meantime to manuallyreplacea failed storageareanetwork. We assumehatits valueis
twenty-fourhours,which, in this casejs equalto S.

Basedontheseassumptionandparametevalues themodelspredictMTTF's of 4544yearsfor theshared-
disk systemand1065yearsfor the partitioned-disksystem.Thesenumberanay soundlarge but consider



thatif systemfailuresareexponentiallydistributed,an MTTF of 1065yearsstill meanghatthereis a one

percentchanceof systemfailurein 10 years. The models’ predictionsare alsobasedon the assumption
thatcomponentailuresareindependentRealsystemshowever, suffer from correlateccomponenfailures

thatsignificantlyreducethe availability of the system.Exampleof eventsthatcancausecorrelatedailures

include, power failures,naturaldisastersbadbatchesof diskswith systematiananuficturingdefects,and

operatordumpinginto racksof equipment.

To close,wewould like to reiteratethatthe primary purposeof this sectionhasbeento gaininsightinto
thefactorsthataffect the availability of shared-dislandpartitioned-diskarchitecturesatherthanto derive
modelsthataccuratelypredictthe availability of actualsystemsBecausef the factorsalreadymentioned,
estimatingthe availability of a particulardistributed disk systemis a complicatedtask that mustinclude
mary intangiblefactors.

5 Summary and Conclusions

As storagesystemsbecomelarger to meetthe increasingstorageneedsof both existing and new appli-
cations,aggr@atingandmanaginghe mary disparatecomponent®f the systembecomesevereproblems.
Distributeddisk systemaattempto addresshis problemby automatinghe managemeraf disksdistributed
acrossmultiple sener nodes.They automaticallytolerateandrecover from componentailures,gracefully
scalein capacityandperformanceascomponentsireaddedandallow multiple sener nodeso be managed
asasinglesystem.

This paperhasdescribedhe architecturaland designalternatves for distributed disk systemsasem-
bodiedin Snappy Disk andPetal,and studiedthe effect of thesealternatves on the systems’availability
andperformanceln particular we have examinedshared-diskersugpartitioned-dislkarchitecturesshared-
metadataversuspartitioned-metadatapproacheso managingbookleepinginformation, the advantages
anddisadwantageof table-basedirtual addressnappingsandthe mechanism$or synchronizingactivity
acrosanultiple sener nodes.Thefollowing paragraphsummarizeour conclusions.

Mostshared-dislsystemaisea separatstorageareanetwork to interconnecall disksandsener nodes.
Thestorageareanetwork typically usesadifferentnetworking technologythanthegenerapurposenetwork.
Thistechnologyis oftenoptimizedfor transferringarge blocksof dataandprovideshigherperformanceat
thecostof limited scalinganddecreaseftlexibility whencomparedvith generapurposenetworks. Because
of this separatéigh-performancetorageareanetwork, shared-dislsystemscanprovide a significantper
formanceadwantageover partitioned-disksystem.Thisis particularlytruewhenapplicationgun locally on
thesenernodeswherethey canaccesslisksdirectly over thestorageareanetwork withoutcommunicating
with othernodes.Settingup andmaintaininga separatestorageareanetwork, however, make shared-disk
systemsnoreexpensve anddifficult to partitionacrosamultiple geographisitesfor disastetolerance.

Theperformancedwantageof shared-dislsystemss reducedf thesener nodesarerequiredto support
NVRAM (non-wlatile RAM) buffers. To mirror dataon a secondsener node,shared-dislsystemanust
incur additionalcommunicatioroverheadswhereagartitioned-disksystemsalreadyincur this overheadn
normaloperation.As aresult,if both systemsareaccessedemotelyover a network, they will procesghe
samenumberof messageanddatatransferdor eachreadandwrite request.

Shared-dislandpartitioned-disksystemsrelik ely to usevery differentsynchronizatiorstratgies. For
example,Snappy Disk sharesall metadatdbetweensener nodesandusesa distributedlock managemith
piggybaclked metadataipdatesyhile Petalpartitionsmostof its metadataysesonly local locks,andrelies
onLeslieLamports Paxosalgorithmfor managingasmallamountof metadatahatmustbesharedacrossll
the nodes Partitioningthe disksandmetadatlacesrestrictionson the choiceof sener nodesthata client
mustcontactto accesslata,while sharingthe disksand metadatawvithout suchrestrictionsmay generate
significantiock andmetadatdraffic aswell aslesseffective datacachingdueto duplicatecacheentries.The



costof acquiringlocksover anetwork from alock manageis muchhigherthanacquiringalocallock. This
malesthe performancef shared-dislsystemsnoresensitve to locality in theworkload.

To tolerateall single componenfailures,shared-disksystemsreplicatethe storageareanetwork and
attacheachdisk and sener nodeto both storageareanetworks. Although more expensie, dual-porting
all disk allows shared-dislarchitecturego toleratea greatercombinationof multiple componenfailures
thanpartitioned-diskarchitecturesindgivesshared-dislarchitecturesinarchitecturabdwantagen system
availability.
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